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packet based networks 


(57) In a system for transmitting a message together 
with a respective cyclic redundancy code (CRC) check 
code which is modified by the addition of a constant be- 
tweeri a transmitter and receiver, in which the check code 
is the remainder after multiplying a polynomial M(x) (of 
order n, in which each coefficient takes the value of suc- 
cessive bits of the message) by x k , (where k<n)/and di- 
viding by a generator polynomial G(x) of order k; a meth- 
od of CRC checking comprising; dividing the received 
modified CRC word and message bits by the generator 
polynomial G(x) and checking whether the remainder is 
a non-zero constant. 


Concatenate incoming (n + l) message bits, M'(x), 
with A: check bits, + A" (jc)} to form 

x k M'(x)-[R'(x) + KXx)} 
Divide by G(x) 


Compare result against expected constant 


CM 
< 

CM 
O 
O 

LO 
O 

o 
a. 

LU 


©gST AVAILABLE COPY 


BEST AVAILABLE COPY 


i 

m 


Printed by Jouve (FR). 18, rue.Saint-Oenis. 75001 PARIS 


1 


EP 0 705 002 A2 


2 


Description 

The present invention relates to a method of cyclic 
redundancy code (CRC) checking in a digital transmis- 
sion system which uses a modified CRC check word. s 

The technique of cyclic redundancy coding is well 
.known, such as for example is described in "Error Con- 
trol Coding: Fundamentals and Applications" Shu Lin 
and Daniel J. Costello Jr., published by Prentice-Hall 
Inc., and allows predictable error detection and correc- to 
tion in systems for transmitting digital messages.- CRC 
checking provides a method of ensuring data integrity 
during transmission. To apply cyclic redundancy coding 
to an (n+1 ) bit message, the transmitter makes use of a 
dummy polynomial, M(x), of order n, in which each co- 15 
efficient of the polynomial takes the value of successive 
bits of the message. The polynomial M(x) is multiplied 
by x k and divided by a generator polynomial, G{x), of or- 
der k, where k is less than n, and each coefficient of G 
(x) is a constant of value 0 or 1 . The division by G(x) and . 20 
multipiication by x k can be performed simultaneously or - 
sequentially and in any order depending upon the hard- 
ware or software available. The remainder after these 
mathematical operations is a polynomial R(x), whose co- 
efficients form the CRC check word. The CRC check 25 
word R(x), which is k bits long, is transmitted with the 
(n+1) bits of the message to the receiver. 

Different methods of CRC checking at the receiver 
have been proposed. For example, referring to Figure 1 , 
the CRC checking system can calculate an expected -.30 
CRC check word, E(x) from the (n+1 ) bits of the received 
message, M'(x), using the same algorithm applied by the 
transmitter. The expected CRC check word E(x), which 
is also k bits long, is compared with the CRC check word 
received, R'(x), in the expectation that a transmission er- 35 
ror would produce a discrepancy between the two val- 
ues. A disadvantage of this method is that it requires 
comparison of two words each k bits long. 

Alternatively, as shown in Figure 2, the CRC check- 
ing system at the receiver can treat the (n+1 ) bits of the 40 
received message and k bits of the received CRC check 
word R'(x) as representing the coefficient of a single pol- 
ynomial of order (n+k) of the form x k M'(x) - R'(x). which 
when divided by the generator polynomial, G(x), will pro- 
duce a remainder of zero if there has been no error dur- *s 
ing transmission, if the CRC checking system calculates 
a non-zero result a transmission error is assumed to 
have occurred. 

The phrase "treat the (n+1) bits of the received mes- 
sage as ... a single polynomial ... of the form x k M'(x) - R' so 
(x)" should not be interpreted as implying that the trans- 
mitter multiplies M(x) by x k , subtracts the CRC check 
word R(x) and then transmits this data to the receiver. In 
many systems, M(x).x k may well be calculated in the 
transmitter to get R(x) ready for transmission as soon as ss 
the (n+1 ) message bits have been sent, however the in- 
termediate results produced by this are not transmitted, 
only M(x) is transmitted. The phrase should instead be 


interpreted as follows. The effect of multiplying M(x) by 
x k , were it carried out, would be to produce a polynomial 
of order (n+k) in which the first (n+1) coefficients of the 
highest order terms correspond to the message bits and 
the last k coefficients are zero, that is for all terms of order 
less than x k . As a result the (n+1 ) received message bits 
are equivalent to the first (n+1) coefficients of the poly- 
nomial x k M'(x). The following k bits received, which cor- 
respond to the CRC check word R(x), can thus be treated 
as representing the last k coefficients of the polynomial 

-x k M'(x)+R'(x). , 

Since the system operates using modulo 2 arithme- 

" tic, with all carry bits being discarded, addition and sub- 
traction are equivalent, therefore concatenating the re- 
ceived message bits and CRC check code can be treat- 
ed as representing the coefficients of the polynomial x k M' 
(x)-R'(x). 

By employing this method the need to compare two 
CRC check words (kbits long) is avoided. Since the CRC 
check word and message bits are processed in exactly 
the same way, very fast bit rate serial implementations 
are possible. 

In Asynchronous Transfer Mode (ATM) packet 
based networks modified CRC check words have been 
proposed by the International Consultative Committee 
for Telegraphs and Telephones (CCITT), now known as 
the International Telecommunications Union (ITU), to im- 
prove cell delineation performance in the case of bit slips. 
An additional coding^term K(x), where K(x) is a fixed pol- 
ynomial of order k whose coefficients are constants of 
.value 0 or 1 , is added to the CRC check word R(x). This 
additional coding term is provided for synchronisation 
purposes and does not improve or compromise the error 
detection performance at the receiver. In such a system 
,the transmitter transmits a modified CRC check word of 
the form (R(x) + K(x)}. The receiver must subtract K(x) 
from the received message before applying one of the 
CRC checking methods described. No CRC checking 
systems have been proposed to fully utilise the modified 
CRC code. 

In accordance with the present invention, there is 
provided a method of CRC checking comprising dividing 
the received modified CRC word and message bits by a 
generator polynomial G(x) and checking whether the re- 
mainder is a non-zero constant. 

By employing the present invention fewer process- 
ing steps are involved resulting in a faster, more compact 
CRC checking system. For example the invention (1) 
eliminates temporarily storing an expected modified 
CRC check word E mfd (X) whilst waiting to receive the 
received CRC check word, (R'(x)+K'(x)}, each bit of re- 
ceived data can therefore be processed as it is received, 
(2) separate processing of the received message M'(x) 
and received CRC check words {R'(x)+K'(x)} is not nec- 
essary, thereby reducing the hardware or software re- 
quired, and (3) no processing of a variable result is re- 
quired since the method tests for a non-zero constant. 

The present invention will be described by way of 
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example with reference to the accompanying drawings 
in which - 

Figures 1 and 2 are block diagrams of prior art meth- 
ods of CRC checking; and 5 * 

Figure 3 shows a flow chart for a method of modified- 
CRC checking in accordance with the present inven- 
tion. The CRC checking system of the present inven- 
tion is intended for use in a transmission system »o 
which transmits a modified CRC word (R(x)+K(x)} in 
addition to an (n+1) bit message. 

Referring to Figure 3 the receiver treats the received 
(n+1) message bits M'(x) and received k modified CRC is 
check word {R'(x)+K'(x)J bits as representing the coeffi- 
cients of a single polynomial of order (n+k) of the form " ■ 
x k M'(x)-{R'(x)+K'(x)}. This polynomial is divided by the - ' 
generator polynomial G(x) as each data bit representing 
its coefficients is received. The remainder after division 20 - - 
of- all (n+1 +k) received bits will be a non-zero constant • ■ 

for a message that has not suffered error during trans- 
mission. Since K(x) used.to modify the CRC check word 
is a constant the result after division by G(x) will also be 
a constant. As a result the need to process a variable 25 
result is eliminated. By concatenating the received mes- ■ 
sage and modified CRC check word and processing 
each bit as it is received,, separaie processing of the re- • 
ceived message and check word is no longer required. 

Accordingly the receiver can perform error checking fast- 30 ' ■ 

er with a corresponding reduction in the hardware or soft- 
ware required. There is also an improvement in the con- '. ' - 
fidence of the error checking since there is a higher con- ^ 
fidence in the design, the receive circuits being nearly q_ 
identical to the transmit circuits (only the comparison 35 q 
combinational logic is extra). ^ 

Claims £Q 

1. A method of cyclic redundancy code checking com- • J 

prising dividing a received modified CRC word and «^ 

message bits by the generator polynomial G(x) and ^> 

checking whether the remainder is a non-zero con- . . ■ ^» 
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Receive (n + l) incoming 
message bits, M\x) 
Divide by G(x) and 

multiply by x k 

; i 

Save result, expected 
check code, E(x) 

i 

Receive incoming check 
code, R'(x) 


Compare E(x) with 

R'(x) 
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Concatenate (n + 1) incoming message 
bits, M'(x) y zi\d k check bits, R'(x), 

toformx k M'(x)-R'(x) 

' ■ Divide by G(x) 
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Test for zero result 
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Concatenate incoming (n + 1) message bits, M'(x), 
with k check bits, {R (x) + fT (x)} to form 

x k M'(x)-[R'(x)+K'(x)} 
Divide by G(x) 

. I 

Compare result against expected constant 
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